
Beware !  Automated Phone Message Attack 

 

Pre-recorded phone messages are being delivered to random consumers with the 

warning that their debit cards have been closed. When the consumers call the 

telephone number provided by the fraudsters they hear a recording that requests a 

16-digit card number and PIN.  Please do not call these numbers, they may still be 

active.  The matter is under investigation by the U.S. Secret Service. 

 

The following numbers have been used to perpetrate this scam:  Do not call any of 

these numbers. 

443-912-1000 

305-555-5555 

888-839-3613 

954-447-4110 

412-381-2300 

954-447-4110 

 DO NOT GIVE OUT YOUR ATM OR DEBIT CARD NUMBER OR 

PERSONAL IDENTIFICATION NUMBER (PIN) TO ANYONE REQUESTING 

IT THROUGH MAIL, EMAIL, TELEPHONE OR FAX.   

Your financial institution will NEVER ask you for your card number, account 

number or any personal identification numbers. 

 

 


